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&980b emJ@mmsb@n, 3mBggnmo mgd&mmo.
Schwerha J.J., Transborder Acquisition of Electronic Evidence from “Cloud Computing Providers”, 2010, 4.

2 Kerr S.0., Searches and Seizures in Digital World, Harvard Law Review, Vol. 119, USA, 2006, 1.
Arnes A. (ed.), Forensic Science, Digital Forensics, Norway, 2018, 1.
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(3000 35bLddPgENE bnbo3nEMIM7dmsb.
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2.1. bmA3ab 033mgdgb@ (30
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dqbmob (30mHmdgdo s aoMmab@ngdn) 396L3gd@n3006 dg3bgoegm, ag0bsbogm, Mm3 Jo-
Lo 30bsbo sbgzy 0dymgdom WMBaLdngdgdl dmMal s gfmbs@nmmo bogsdmdngdm gmyg-
358mbomgdol os@bgdmdss, MmIgmas Lagsdmdaogdm 1bygdgdlb Lobbemolb LodsGmmaoal bad-

39Lmsb s 3o3d0Mgdmmo gmygd@Emmbamo 3830390 gdol NRmgdal bozmagdo 068 9bbo-

Flaglien O. A., The Digital Forensics Process, Digital Forensics, Arnes A. (ed.), Norway, 2018, 13.

Explanatory Report to the Convention on Cybercrime, European Treaty Series — No.185, 23/11/2001, §133.
Schwerha J.J., Law Enforcement Challenges in Transborder Acquisition of Electronic Evidence from “Cloud
Computing Providers” France, 2010, 4.
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&9a3mE00b 3mbo(398m06 0539330609000 0bngoEMSMNMOE Nbs gosbywgb.
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3009 obadamal dgbobgd” 3mbggb(znol 3g-14 b sbgLEMNggdL nbgm 3603369-
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@b 33dmbadngdmsm, MmIgma 3m33oydgmyma babEgdab 353mygbgdam s6ab Rs-
©9bomo s 3) 6530bLdngMo 6333 mab 353dmdagdabsl, Loz dgbsdmgdgemas 3@ 3o-
(3999385 gemgd §EMbymo gm@dom oﬁbabmaQab.” 3mddggd0l gaMmamagdols sbg gom-
om@ g56badbmaMs oMol (zgmmds (308N LogMgdo, 3m339GgbE Mo MEMasbmgdals

35gLodomMoe 9BIJG N0 s LEMmo YBmgdsdmbomgdom segnMz0lb, Mmamts gb dom
GMdeoomo 38 30(3900mgdgdal dm3mggdabol goshbosm. 53sbmab, gl ofal by

Explanatory report to the Convention on Cybercrime, European Treaty Series — No.185, 23/11/2001, 29.

0d30-

Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 9.

<https://rm.coe.int/conditions-and-safeguards-under-article- 15-of-the-convention-on-cyberc/16808f1¢39>
[08.03.22].

Explanatory report to the Convention on Cybercrime, European Treaty Series — No.185, 23/11/2001, 30.
General Report on mapping the current strengths, weaknesses, opportunities and risks of public/private
cooperation on cybercrime in the Eastern Partnership, Council of Europe, Cybercrime EAP, 2017, 7.
<https://rm.coe.int/general-report-on-mapping-the-current-strengths-weaknesses-opportuniti/16808f1e1b>
[08.03.2022].
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o 3653590 0mzmagds 3dndge geMmgbeymo 5060')68@36@0)600).13 od(39, gb o6 godm-
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0 (39139 90 gdmo GMagnzal dmbs(393gdaolb dgammggdom 396 dogommo abgm@dszas
3M36035(300L bbb 53533069000 ©s ©30m 3gM goNMbdMEgl g doMaa
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300l 306babdMgMs, dgbodedabow 3oMab 0yb@og(30Mgds(s. s3Mngs, bobgmadbogm ve-
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b 3mb3gb300L 0339MdG 0 Fmmbmzgbsl, MHMI sbsdonmms by, Hm3gmms sMbgdm-
30l dgdmbggzedoz dgbadmgdgmo 0dbgds GMagnzol dmba(3939d0L 8080bafmy Mgenddan
dgatmggds, o6 dgdromb 0dsdg dg@om 30Mg b dobssmbmdMogn dmbs3gdgdals Im3m-
3900L dg3mbggzedn 0gbgds 500730@0[)60636‘3@0.14
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033960 0nmo babosmal ©smddsl, obsdsymms bom dgdbemnwmazsdy, dbmmmmo dnbosm-
bmdMogo 3mbs(393930L Im3m3980L bobodo 3obygdoom. bmmm, GFMognzolb dmbs3gdgdals
dgdombgzgzedn, dgdmogol @ebgbgds bgmdgdzzdgmo babgmdBogmb msegobngsm bgdsdgs

Explanatory Report to the Convention on Cybercrime, European Treaty Series — No.185, 23/11/2001, 22.
0d3o-

0gdag, 23.
5 Sunde M. I, Cybercrime Law, Digital Forensics, Arnes A. (eds.), Norway, 2018, 100.
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353mygbgdoom 30 8603369mm36s0 0ndEYEgds d0Mon (36mM3M9dalL MYRmgds, megzobyygmg-
dob @mgds, asdmbo@zol moz30byBmgds, LognMMgdol YRmgds ©s 33sLmsb, doMames-
3 0bobo sMaLsGlL Mebbdmdobs s nbym@mdntigdaol gomgdy 608(*)0836360.19 sgqsb
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mgdal bobgMdmngmdobs s gofMamgdal dgdbmnwas; g) babsdsMmmm 6 Lbgs odme 3o-

©9dgmo dgsdbgoggmmdal 606bmﬁ)(303@360,20 3) 9g9bodg 3boMnlb Bmgdgdol, gomog-

Explanatory Report to the Convention on Cybercrime, Council of Europe, Budapest, 23.11.2001, §143.

17 K. U. v. Finland, [2009], ECHR, Ne2872/02, §46.

8 Sunde M. I, Cybercrime Law, Digital Forensics, Arnes A. (eds.), Norway, 2018, 100.

0dag, 61.

General Report on mapping the current strengths, weaknesses, opportunities and risks of public/private
cooperation on cybercrime in the Eastern Partnership, Council of Europe, Cybercrime EAP, 2017, 8.
<https://rm.coe.int/general-report-on-mapping-the-current-strengths-weaknesses-opportuniti/16808f1e1b>
[08.09.2022].
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696530 Rofgzolb ammobbdmdl. dgbedadobs, ymggmo sbgmn mbobdogdol godmygbgdals
330 gdmmds oLEdNMdMmn Ybrs aymb gamaabo (36mdgdomes s ©alyzbgdoom, bemem
obodmmgds bomdmeagbomo s bymdobsbgmmadn Lagsdmdogdm 8mddgmgdal gobbm(30g-
@3608(93.23 obodnmgdal gomEgdymads aoM33gnmbaomao gedmMoibagh nxmgdsdo
3300069896 Ratrggabs o Lobgmdbogm Mgbn@mbgdol s(330BbMIMng boﬁxgob.z“ 53oLbm b,
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3) 36m3mEMEonmmdolb 36Gabindn — 0y ©35330Mgd00 3Mb396(300L IPbEgdals
bymdsl, @og0bsbogm, M3 0bobo aoM 33990 56303 30Mdom 5M08b amaaqdembo.
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00 gom35mobbabgdymo Logsdmdogdm mmbabdngdgdal god8mygbgds bgasgmgbol sbrgbl
3007 RmMgdMng dpamdsmgmdady. LoyyMmomgdms, Mm3 3mbggbz0s oM 3mbiMgdmmo dm-
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Cooperation on Cybercrime in the Eastern Partnership, Council of Europe, Cybercrime EAP, 2017, 13.
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[08.03.2022].

Dragicevic D., Juric M., Article-15 — Safeguards in the Eastern Partnership region, Council of Europe, 2013, 11.

General Report on mapping the current strengths, weaknesses, opportunities and risks of public/private

cooperation on cybercrime in the Eastern Partnership, Council of Europe, Cybercrime EAP, 2017, 8.
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30 Sunde M. I, Cybercrime Law, Digital Forensics, Arnes A. (eds.), Norway, 2018, 102.

31 United States of America v. Kim Dotcom, (2012), US, Nel:12CR3.

32 Explanatory Report to the Convention on Cybercrime, European Treaty Series — No.185, 23/11/2001, 29.
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[08.03.2022].

35
0dao-

233



boBoGAMOb FIB6s0, N1, 2022

3. 3m330G g mao Imbs(3930b 33dmabmgs Josogma LadMmzgbm
356mb3gdmmdab dobgrzom

3009 sbsdagymal dgbabgd” 3mbggb(300L 3g-18 Fnbmoc gomzamabbabgdmmao bags-
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396090, H™3 3m330@ g LobBgdsdo 56 333G gEmm Fmbazgdms dgbobsb Lodwmes-
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dmobmgol gobhabgdal aso(3930L de3am3mmdom”. Bomgmoas, Mmd bm@mds dobssmbmdmo-
350 bmgown bobosmabes s 3M33onEgmmmo Lab@gdnsb b dmbs(sgdms dgbobabo badys-
93930056 LobbEab badsmmal bygdobamgal 360dzbgmmmazabo gmgd@EmMbeyma nbgmmds-
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s Logdommggemmb bagmbbEogom bobsdsmmmmb 2017 Brob 27 0obgmal aomsabygzg@nmgds bogdgdy:
boons byM3ndg o ©Ba@ Mo mmBadg bodoMmggmmb 3o6mmasdgb@ob Bnbosmdmga Nel/1/650,699.
Explanatory Report to the Convention on Cybercrime, European Treaty Series — No.185, 23/11/2001, 29.
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80bodammnb, Ggmggmbobs ©s Lbgs LagmbGed@m bmdmgdol, sbgomndabs ©s gomabobowgdals dg-
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Byzg@omgds Logddgbg Nela/633-20, 3.

Rules on Obtaining Subscriber Information, Adopted by T-CY at its 12t Plenary, France, 2014, 16-18,
<https://rm.coe.int/16802¢7ad 1> [08.03.22].

41

42

43

235



boBoGAMOb FIB6o0, Net, 2022

dmgdemo 3oMommab bGoboMEom bos 853G oMb, M3 306, 30L 0byMMIs(30oba(s
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dmg3gmgdal gomamgdol dbMng 3mbggbznnlb dg-14 Igbemals dg-2 Boboemn 0dg36Mo
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&0 dmmbmgbsl dbmemm dnbssmbmdMagn dmba(3935d0L 30dmnbafg Mgg0ddn dm3mzgg-
30l babomdo gbgmgdom, Mm3gmag 399698000 Gotmem bLogsdmdngdm dmddgogdsl dngimo-
36930 & domamn 068 9bbogmdom gMg3s 5@sdnsbal oMo (3bm3zMgdsdn. bemeam, 3mB30wE@g-
o 3mba3930L ao@a(3930lb 36dobgdol sMbgdmdol dgdmbzgggedn, Mmdgmo MRmgdal
dgbe30b @edamn 068 gbbogmdom godmomBgzs s badsGmmgdmng bagmdggmb J3bob be-
30dmdogdm mMasbmbs s Gobogn® o) ogMopogem 30Mgdb dmEal ebsddEmmBemmdal-
030b, 3bgagbo dgbrME30L BLYds gomdstmmgdgmos. g@n(s, ngo ghmsEgMmn bagsdm-
dogdm dmgdgegdss, GmIgmaz AbGg e-93mmgdsdg dbdado s $303@MMMEO®, gemgd@Hm-
byemo 38 30(39099mgdal Im3mggdol 3nmbom g8gd@&mco 3gdsbobans.

ym39mo039 bgdmambodbnmowsb 3odm3wnbamg, LLL3-0b 136-g Igbemal dmgdgogdal
RBM3adol sbsdanmms bfMnm dgbmmwzs, sGs dbmemme 3mb3zgb(300L Bmmbmzgbgdmsb dg-
Mbododms, M3y Lbgsobbgs LobgmBBogml 396mB3pgdemmabasbss asbLbbgsgogds.*
Mmgm&g dgdmo 30bLgbgm, gammmo bogsdmdagdm 3dmJdgmgdgdabmgal a©agboma bas-
Mm39bm Mgg080b 3bgagbo, sbgzg bmEmBal dmJdggdsl 3603365mmgba bemmssl LLL 3-
ob 136-g d9gbemal dgmeg baBordn sMLgdggma hsbobgmo 3060 obsdoymadmog Jdgmgdals
Sbm@(309mgdL 3m330Egemmo bob@gdalb godmygbgdom”. LEmMaw s30@m3, smdmbsgmgom
3oMBbomMmdal gofMamgddn ImIbsgdnm Laobiybom 6536GMIdn bojsGrmggmmlb do-
dofom 353999 0dbs Mg3mdgbos3ns bm®mdol dmddgmgdol sMgomol gobogsMommgdmaw,
Bomd 9 gd&Ommbeyma 38303909 gdal, 3sm dmEal dmBb3smgdmal dgbabgd nbgmEmds(zo-

* Marion L., Degani M., Making the Most of Your Statutory Electronic Evidence Toolbox, Donovan J. (eds.),

Cyber Misbehavior, USA, 2016, 58-60. ob. Criminal Procedure Code of Austria, 30.12.1975, 3<xb. 765, 90(7);
Telecommunications Act 2003, 19.08.2003, 3<yb. 92(3); German Code of Criminal Procedure, 07/04/1987, 9b.
100j; Telecommunications Act (TKG), 06/22/2004, 3b. 113(3).

236



0. bo@yBnemo, 3I303090In0 8MbOGEIOIONL 308MNbMZ0L IEILE03900 JOGOID F06Mm68HO-
0080 ©V obo GgbooodobmdY ,3089B@VO60FOIm0L Bolobgd* 36396000 MmMbMZ696006

0l dm3mggds bgd0LdngFn sbsdayymal gsdmdngdol GoMamagddn bgmdobsbzomdn gsdbos-
60800.45 0993(39, 396mbdn g3y dgbedadabo (33mamgds 56 gobbmM309mgdems.

foboggznmggmos, gs3mdngdal 0b@gfMgbadmeb gfma, 360d3bgmmgabas gfMmgbeyma
396mb3gdemmds, dgbadadabsw, LLL -0l 136-g Igbema, MEmadsdn Mmz0mbydacn Rotigzabasb
obo393 3MM(3gYAmNm  35M3bENgdL 0mzemabbnbgdogl ®s msbbgzgmmsdo dmmommgl
363963000 35035m0bBBYdMM 30MMEGEM6 s 35M6ENdMS6. gHmzbyma 356mbIwgd-
mmdoo 3o §8gom gomeb@ngdl Bomdmemaqbl ©m 313968 0b 56 0bgm@mds(3nal ged8mambm-
30bm30L FMEBom o s doGgMnsmnmn Bobsdommdgdol s 3dsymagamagdals s 30mademm-
354 3960dm, Lobbemal LadsMomab baddgdg mgaosmyMa asdmdogdal Bomdmgds, Labo-
domonmmb 606539 ImB 03069040 dnsdamdmmdal oyqgbgds @s oLydMMgdama 3oMseg)-
ol LBObsMENm bgmddmgebgmmdals 30@@36‘3@360,47 Ex ante oo Ex post (d6ommegdal
dbomol dgdmbzgggzedn) Labedsmmemm de@)ﬁ)van“S o 93Mgm3zg 39Mbmbamym dmbsa393ms
©5(330L LadLabyANL g bgsdbgozgmmdal gobbmms0gmagds bagsdmdagdm mmbobdabdo-
935%9.*° ymggmogg B98ma BsBmmgmomo gHomdmomdsdo dyst as®ob@osl §860l ssdos-
bals doMomso Rmgdgdobs s magobyamgdgdol bLamsebsm ws(3gobscmgab.

Logombals gobbomgs (sboymayl, Gmd LLL3-0L 136-g Igbmo s©sd0sbal doMomaswn
MRBmgdgdob o330 3mmbom LEYm MNebbggEMmsdns LogMmsdm@abm bodstmmals dmmb-
™3698msb. dgnbadadmdsl dobo Imddgmgdol Gomamgdol bobamdn 3b3wgdom, sz 3603-
369mmzab dofogmb J3bob 3og@o0gmma J‘gmbnm.so a0bbo 3mmmgdoo dm3bdsmgdmols dg-
Lobgd 0bgm@s(30s, GMBgmo(y Abmggmom dobd@odoom sbsdanymalb asbbbol dbMog ao©sd-
by398 Ommb SLEYmMadL, ©s GFHognzabs s Jobssmbmdmngn Imbs393gdals dndnbamy
6990330 Im3m3g9dsbmsb dgmomgdom, bdyd 3mbgbmnggdsl ¢bwos QoadagaQaboﬁmb.m
035bmab, LLLZ-0L 136-9 Fnbmol JoDbydobmzal B0bs6dgbmbamas dmbBsa(3930L Lobggdol go-
Smgmq;osz 5 domndy aobbbgeggdmma LodsMomgdMagn Mggndal gogM(39mgds, YBmgde-
3dmbomo 306780L gobLodeagMs. bLobsdsmommm bgdatmzal dm3mggdal dgdmbggssda 3o Iu-
03am3mmmdal LLL3-0b 112-9 3mbmom oagbomo Bgboom asbboemgs.

Dragicevic D., Juric M., Article 15 — Safeguards in the Eastern Partnership Region, Prepared under the Cybe-
rcrime EAP, Council of Europe, 2013, 44.
»daobol  Losdgmagom  bLobsdomommmb  bogsdmdogdm  gmemganal 2020 Bemab 28 ogdgMgeol
a5006y39@0mgds baddgdg Nela/363-20, 3.

Dragicevic D., Juric M., “Article 15 — Safeguards in the Eastern Partnership Region” Prepared under the
Cybercrime EAP, Council of Europe, 2013, 38.

Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern Partnership,
Council of Europe, 2018, 44. <https://rm.coe.int/conditions-and-safeguards-under-article-15-of-the-convention-
on-cyberc/16808f1¢39> [08.03.22].

bodoMmggmmb 3o6madgb@ol gosobygzg@omgdom 2022 brab 1 3oGGowsb Lobgmdbogm abb3gd-
&m0l LodbobyMo gomddgdamos. bazzmew mMo Mbygds — bdgnomy®a Logsdmdngdm Ladbabyma
5 3gMbmbama®m Imbo(3gdms ©a330b LadbabyMn 0gnbdzombofmgdl.

®domobol  Losdgmoaom  babodo@ommmb  bogedmdngdm  3memgaoalb 2016 Bemolb 20 md@maddal
Nela/1614-16 gowobyzg@omgds, a3. 9. ab. mdamobol bosdgmagnm LobsBsomemb Logsdmdagdm zm-
maganalb 2019 Bemalb 25 9398360l Nelg/2110-19 ao@sb@3g@nmgds, 4-5; mdamabal Losdgmazom
Lobadommemb bagad8mdagdm gmeganals 2019 Bemab 26 0398360 Nelg/2133-19 g0000683980mgdo.
Cybercrime Strategies, Procedural Powers and Specialized institutions in the Eastern Partnership Region — State
of Play, Council of Europe, Bucharest, 2017, 18.

Bgndgabo 303m3y4mom: gmgd&®mbymo 3m3bogszonl 8060o6bm66030 3mbs(3999d0; gmgd&Mmbamo
3M3916035(300b5 @s IMBbIsMgdmal donybGngozaMgdgma dmbs(393gdn; boowydmm 3m33awmEq-
mo 3mba(393980 (3Mogargantgdama) oo bbgs.

47

48

49

50

51

52

237



boBoGAMOb FIB6o0, Net, 2022

5. 0sbg3bs

0565390060m39 93mdsdn Morgmoa BoMd3mbaoanbos ©s6s3smmo, HmIgmbs 3ogdato
o6 543L (30xMym 806‘6(*)80@360[)0)06.53 36080bsmgdo bdoMow 0ggbgdgb 3ma33on@ g
LOLEG390L 6ol Rsbowgbo, 3MIMbagsznabmzgal, gumobl gobsmgommgdmew, 36Mo-
Bognm 0bx®mab@Mmnd@nmgddg 3s390mmo ma30LbIgdabmgal o 5.3.% mbemonb bog-
(3990 30506533 GFo®n(3099m3d obodoymBa(3. MbEonb dog doDoMmdg brgds sEdmg-
330 3MMEY (3000 39FMHmMds. gogm 30dgMoal 60ob LRsNsb LigbmdMng @ebsdamb s
dg30ga RobobgMb 0b@gmbgd bogM(3gdo 036(33@3636.55

09 LagMome 3gbadmagdgmons, GM3 ©sBdommab Rogbol MH™ML Ggdbmemmagonals
3bateo g53myqgbgdol 09800 Ibatgdy goLamdMmmo, odgze6 SL3gd@ow dgodmgds
9 94&OMbyma 3@ 30(39099mgdol LodMagmyg dogohbomm, Moy bgmb Mbymdl Lagsmommm
05365d030L ©5393985Ls s Lobbemalb LadsMomob bsgdal goamdngbob.% bem 306000056
Lobbmob badsmmmab Laddolb god8mdogdol 3Gm(3gbdn doMomam 9@ 03mdal 8@ 30(39dmmy-
3980b dgammggdes 60680}0@336[),57 9L 98994 NM, 0bs3gMm3g &gdbmmmangdbs s go-
dmB39390bg 3mMagdymo 3Mm g d9456039d0L goMgdg bomImmmagbgmos. 3mad-
3o gt Lob@gdsda, gmgd@Mmbym do@oMmgdgmbes 0y 30MEomnE LyGggMdy dgbe-
bymo 3m33og@gememn dmbazgdol dm3dmggdal dbMog 3o sbgob LLL3-oL 136-9 dybeom
35035m0bb0bgdmmo ,m3m89680b o6 nbgzm®ms(300L godmmbmzgs” Bamdmawaqbl. dgbode-
dabow, dobo gu39d@ncOmdalb NdEONbggmbogmesn 8603369mmazsbas bsgombal bHymymaezn-
mo@ dmbBgbEnggds, Ls3obmB3gdmm dsbal Mmebbggoms LagHmsdmEmobm badsGmmols
3mobmgbgdmob. 3mbggb(3nal gdmmgdgdol, gemazbymo 396mbIgdmmmdal gobbamgsd
©5 3500 dg05Mgdombodsmmmadmngds sbsmndds (3bo3ym, M3 gmgdEHmmbama 3@ 0-
(39999 gdal g53mombmgabsl 50sdnsbols doMomoo MYRmgdgdobs @s msegabyyymgdgdal bo-
mobomE (335 YDMYb3gmymEBamos. ©(39m0d bem@m3al gMmgbmm 39bmb3gdemmdada
033mgd96@&ncgdobamzgals s9yz0mgdgmo babsdommdgda. 39Mdme, g.6. 0393 0b" 3mb-
396(300b 39-18 dgbmom gs6LadMzGMma ,3m330GgEMmo Imbs(3930b goEa(3980L dMde-
695" gMmzgbmmo 3obmbIgdmmdom gomazamabbabgdmmos, MHmams edmeajngdgmo
Logadmdogdm dmgdggds, ngo 53359mxzamgdl LodYLENLS s 3sbggMg@omdol dmmbmg-
698L o 385L0d6 0:35mabLBNbYdL dofmomem NBmgdsda M3z0:0bgdnEn Rogzabasb obe-
(393 8900000 3o66E0g8L.

09339, Immbmgbs, MmIgmbsag LLLZ-0L 136-5 3ybma 3g& 3sbybmdl, gb bmEMdab
3md3900g30b Gofamgdos, 306500056 3mbB3q6(300L 8g-14 Bmbemal 3g-2 bobomom dgbsbeyma
3mM3309&gMymo 3mba(3930L ged8mmbmgs s gsdmdogdol 30bbgdobmgal dabo asdmygbgds
6930b3ngMn 3o@gamMnol obsdsmoal dgdmbgggadas dgbadmgdgmon, bmmm gfMmzbymo

53

o Casey E., Foundations of Digital Forensics, Digital Evidence and Computer Crime, 3™ ed., USA, 2011, 3.

0dsg, 3-4.

55 The Internet Organised Crime Threat Assessment (IOCTA), Europol, 2015, 29.
<https://www.europol.europa.eu/iocta/2015/resources/iocta-2015.pdf> [08.03.22].

Casey E., Foundations of Digital Forensics, Digital Evidence and Computer Crime, 3"ed., USA, 2011, 5.
7 Sunde M. I, Cybercrime Law, Digital Forensics, Arnes A., (eds.), Norway, 2018, 95.

56

238



0. bo@yBnemo, 3I303090In0 8MbOGEIOIONL 308MNbMZ0L IEILE03900 JOGOID F06Mm68HO-
0080 ©V obo GgbooodobmdY ,3089B@VO60FOIm0L Bolobgd* 36396000 MmMbMZ696006

396mB68g3mm30c 30 dobo m3mggds ,s653smmms EMHm” Mol 3gbmmommo.”® 3gbem)-
0d 3m3bdamgdmal dqbobgd nbgm@mds300L 3m3mazgdal dgbadmgdmmds(z, 35306, Gmwg-
Lo gmb3gb(300L Babggnm ImMIbIstgdemal dgbobgd 0bgm@mads300b gsdmmbmgobogal o6
360l 89)30madgemo 3060 ©sbsdsnml 3m33andgmemo bobgdob godmygbgdoom howommal.

ym3zgmogglb gomazomabbobgdom, 3o (3bswos, Gmd LLL3-oL 136-g 3ybemol 30396
©3bsdogmal Jqbobgd” 3mbggb300bmdb SdLMEME MM MbbzgMmabomgol > 30mgdgmos
30bbmM(309m@aL L 3obmMbBIgdmm (33mamgdgda. 39Mdme, asnddwglb Gotma bogsdm-
dogdm dmgdg00gd9d0bmgol owagbomoa Mgygodo, Mo 93@™MISGYYMO® 3ooRIMNMgdL bmM-
dob dmgdggdolb gomamadl o 3Mm3gbal dbaMggdobmagol gmgd@mmbama abgmmdszns
bgm3obabgmmdn gobogds 63d0b3ngMa 398 gamMonl ©sbsdsmmoal gs8mdagdabsb. samgom-
39, 996©s gogsmommzmglb LLL3-136-9 dmbemolb 3g-2 bsbomolb BmM3sGoymma Fabssmbo s
3m3b3s6gdmal Jgbabgd 0bgm@mdazn0lb godmmbmzadg bggegzmagbol Lodyzgdo — 3060
©3b0domgdMng 4890090sL 3m33on@gdmo Lob@gdolb aodmygbgdom sbmM(z09mgdL” o
Mbos bgbogl. 50bodbmma, LogMmsdm@mabm Lodstmmal dmmbm3696ms6 @osbEmMgdal-
006 gfomo, 8603369mm3zbo dgubymdl bgmb domormdbogmmadol mdogd@meon asob-
bt (309mgdsb.

dndmamagMogns:

L. LagoMoggmmb Lobbeal badsmeal Ladfmzgbm 3megdLba, bL3, 09/10/2009.

. bogeoggmmb 306mbo ,9mgd@®mmbmmo 3m8mbogszngdab dgbsobgd®, LLA, 02/06/2005.

3. »domabolb bssdgmsgom Lobsdsmomb bLagsdmdogdm jmegaoal 2020 Bemolb 6 dsnbob
a5056y39@0mgds bogdgdg Nelg/633-20.

4. »domobob bssdgmoom LobodsGmmmlb Logsdmdogdm 3memgaoal 2020 Bemolb 28 ogdge-
3mob a0@6@39@&0mgds boddgdg Nela/363-20.

5. odomobob bssdgmaogom babsdsGmmmb bagsdmdogdbm gmmganal 2019 Bemols 26 ©g3930-
6ol gosb@gg@omyds bogdgdy Nelg/2133-19.

6.  ®domobob bssdgmaoom babsdsGmmmb bagsdmdogdm jmmganalb 2019 Bemol 25 ©g3938-
ol gosb@gg@omyds bogdgdy Nelg/2110-19.

7. bLogomoggmmb Lo gmbbEogyom babsdstmmmb 2017 Benals 27 056360l gowsbygg@omyds
Logdgbg: bowons byy@zndg s oG mmdndy LadoMmzgmmb 3oMEsdgb@al Babssm-
dogg Nel/1/650,699.

8. mbammabinl Lasdgmaonm LabadsGmmmb bogsdmdagdm gmemgaoalb 2016 Beol 20 mg@ma-
360b go@sbyzg@omgds boddqgdg Nela/1614-16.

9. Telecommunications Act (TKG), 06/22/2004.

10. Telecommunications Act 2003, 19.08.2003.

11. Convention on Cybercrime, Budapest, 23.11.2001.

12. Explanatory Report to the Convention on Cybercrime, European Treaty Series — No.185,
23/11/2001.

13. German Code of Criminal Procedure, 07/04/1987.

14. Criminal Procedure Code of Austria, 30.12.1975.

%8 LogoGomggmmb  Lobbmolb badstomal Laddmigbm 3megdLo, dgb. 143° 7 ob 89-2 Boboemals 0"
J393964&0, LL3, 09/10/2009.

239



boBoGAMOb FIB6o0, Net, 2022

15.
16.

17.

18.

19.
20.

21.

22.
23.

24,

25.

26.

27.

28.
29.

240

Arnes A. (ed.), Forensic Science, Digital Forensics, Norway, 2018, 1.

Casey E., Foundations of Digital Forensics, Digital Evidence and Computer Crime, 3™ ed., USA,
2011, 3-5, 29.
Dragicevic D., Juric M., Article-15 — Safeguards in the Eastern Partnership Region, Council of
Europe, 2013, 11, 38, 44.

Flaglien O. Anders, The Digital Forensics Process, Digital Forensics, Arnes A. (eds.), Norway,
2018, 13.
Kerr S.0., Searches and Seizures in Digital World, Harvard Law Review, Vol. 119, USA, 2006, 1.
Marion L., Degani M., Making the Most of Your Statutory Electronic Evidence Toolbox, Donovan
J. (eds.), Cyber Misbehavior, USA, 2016, 58-60.

Schwerha J.J, Law Enforcement Challenges in Transborder Acquisition of Electronic Evidence
from “Cloud Computing Providers” France, 2010, 4.

Sunde M. I., Cybercrime Law, Digital Forensics, Arnes A. (eds.), Norway, 2018, 95, 99, 100-102.
Conditions and Safeguards under Article 15 of the Convention on Cybercrime in the Eastern
Partnership, Council of Europe, 2018, 9, 44.
<https://rm.coe.int/conditions-and-safeguards-under-article- 15-of-the-convention-on-
cyberc/16808f1e39> [08.03.22].

Cybercrime Strategies, Procedural Powers and Specialized institutions in the Eastern Partnership
Region — State of Play, Council of Europe, Bucharest, 2017, 18.

General Report on mapping the current strengths, weaknesses, opportunities and risks of
public/private cooperation on cybercrime in the Eastern Partnership, Council of Europe, Cybercrime
EAP, 2017, 7, 8, 13.
<https://rm.coe.int/general-report-on-mapping-the-current-strengths-weaknesses-
opportuniti/16808fle1b> [08.03.22].

The Internet Organised Crime Threat Assessment (IOCTA), Europol, 2015, 29.
<ttps://www.europol.europa.cu/iocta/2015/resources/iocta-2015.pdf> [08.03.22].

Rules on Obtaining Subscriber Information, Adopted by T-CY at its 120 Plenary, France, 2014, 16-
18.

< https://rm.coe.int/16802e7ad 1> [08.03.22].

United States of America v. Kim Dotcom, (2012), US, Nel:12CR3.
K. U. v. Finland, [2009], ECHR, Ne2872/02.



